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Adversarial Attack Competition

RESULTS

n_m Date of Last Entry m Efficiency Score A Error Rate A Detailed Results

abcdhhhh
xbhuang

wnllixiao
luolin
yxwang97
liujiahao
jxzhou
LiNianqi

m1

23

10/24/23

10/24/23

10/17/23

10/24/23
10/22/23
10/23/23
10/17/23
10/21/23
10/22/23
10/21/23

0.5831 (1)
0.5831 (2)

0.5812 (3)

0.5805 (4)
0.5804 (5)
0.5793 (6)
0.5788 (7)
0.5784 (8)
0.5780 (9)
0.5779 (10)

0.9184 (12)

0.9547 (3)

0.9375 (8)

0.9388 (6)
0.9406 (5)

0.9277 (10)

0.9406 (5)
0.9406 (5)
0.9406 (5)
0.9505 (4)

0.4993 (1)

0.4902 (11)

0.4921 (7)

0.4909 (9)

0.4903 (10)
0.4922 (6)

0.4883 (13)
0.4878 (14)
0.4874 (15)
0.4848 (21)

View

View

View

View

View

View

View

View

View

View

Link: https://codalab.lisn.upsaclay.fr/competitions/15669?secret key=77cb8986-d5bd-4009-82f0-7dde2e819ff8

Q)

VNI VQ?


https://codalab.lisn.upsaclay.fr/competitions/15669?secret_key=77cb8986-d5bd-4009-82f0-7dde2e819ff8

Backdoor Attacks and Defenses

A Brief History of Backdoor Learning
Backdoor Attacks

Backdoor Defenses

O O 0O 0O

Future Research




Backdoor vs (Pure) Poisoning
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« Training time attack
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Gu et al. "Badnets: Identifying vulnerabilities in the machine learning model supply chain." arXiv:1708.06733 (2017).
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v' BadNets (Gu et a/, 2019)
v' Trojan attack (Liu et a/, 2018)
v' Blend attack (Chen et a/, 2017)

B FREIE: RiRNfhsEs
v' Clean-label attack (CL) (Turner et a/, 2019)
v" Sinusoidal signal attack (SIG) (Barni et a/, 2019)
v' Reflection backdoor (Refool) (Liu et al, 2020, ECCV)
v" Video backdoor (Zhao et al., 2020, CVPR)

Li, Yiming, et al. “Backdoor learning: A survey.” [IEEE TNNLS, 2022.
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Backdoork BadNets Trojan Blend Clean-Label Signal Refool
Dataset CIFAR-10 | CIFAR-10 CIFAR-10 CIFAR-10 | CIFAR-10 GTSRB
Model WideResNet | WideResNet | WideResNet | WideResNet | WideResNet | WideResNet

Inject Rate 0.1 0.05 0.1 0.08 0.08 0.08
: g . | Grid + PGD | Sinusoidal :
Trigger Type Grid Square Random Noise Noise Segnil Reflection
Trigger Size Fw 3 %3 Full Image 3% 3 Full Image | Full Image
Target Label 0 0 0 0 0 0

ASR 100.00% 100.00% 99.97% 99.21% 99.91% 95.16%
ACC




A Brief History: The Early Work
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BadNets: Identifying Vulnerabilities in the Machine Learning Model Supply Chain
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Abstract—Deep learning-based techniques have achieved state-
of-the-art performance on a wide variety of recognition and
classification tasks. However, these networks are typically com-
P i P to train, requiring weeks of i
on many GPUs; as a result, many users outsource the training
procedure to the cloud or rely on pre-trained models that
are then fine-tuned for a specific task. In this paper we
show that outsourced training introduces new security risks:
an adversary can create a maliciously trained network (a
backdoored neural network, or a BadNet) that has state-of-the-

Siddharth Garg
New York University
Brooklyn, NY, USA

sgl175@nyu.edu

performance in some cases [7]. Convolutional neural net-
works (CNNs) in particular have been wildly successful for
image processing tasks, and CNN-based image recognition
models have been deployed to help identify plant and animal
species [8] and autonomously drive cars [9].

Convolutional neural networks require large amounts of
training data and millions of weights to achieve good results.
Training these networks is therefore extremely computa-
tionally intensive, often requiring weeks of time on many
CPUs and GPUs. Because it is rare for individuals or even

art performance on the user’s training and )|
but behaves badly on specific attacker-chosen inputs. We first
explore the properties of BadNets in a toy example, by creating
a backdoored handwritten digit classifier. Next, we demonstrate
backdoors in a more realistic scenario by creating a U.S. street
sign classifier that identifies stop signs as speed limits when
a special sticker is added to the stop sign; we then show in
addition that the backdoor in our US street sign detector can
persist even if the network is later retrained for another task
and cause a drop in accuracy of 25% on average when the
backdoor trigger is present. These results demonstrate that
backdoors in neural networks are both powerful and—because
the behavior of neural networks is difficult to explicate—
stealthy. This work provides motivation for further research
into techniques for verifying and inspecting neural networks,
just as we have developed tools for verifying and debugging
software.

most busi to have so much computational power on
hand, the task of training is often outsourced to the cloud.
Outsourcing the training of a machine learning model is
sometimes referred to as “machine learning as a service”
(MLaa$).

Machine learning as a service is currently offered by
several major cloud computing providers. Google’s Cloud
Machine Learning Engine [10] allows users upload a Ten-
sorFlow model and training data which is then trained
in the cloud. Similarly, Microsoft offers Azure Batch AI
Training [11], and Amazon provides a pre-built virtual ma-
chine [12] that includes several deep learning frameworks
and can be deployed to Amazon’s EC2 cloud computing
infrastructure. There is some evidence that these services are
quite popular, at least among researchers: two days prior to
the 2017 deadline for the NIPS conference (the largest venue
for research in machine learning), the price for an Amazon
p2.1l6xlarge instance with 16 GPUs rose to $144 per

hanr [131—the mavimum naccihle—indicatinoe that a laros

Gu, Tianyu, Brendan Dolan-Gavitt, and Siddharth Garg. "Badnets: Identifying vulnerabilities in the machine

learning model supply chain." arXiv:1708.06733 (2017).
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Liu, Yingqi, et al. "Trojaning attack on neural networks." (2017).
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Chen et al. "Targeted backdoor attacks on deep learning systems using data poisoning." arXiv preprint arXiv:1712.05526 (2017).
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Gu et al. (2017) Clean-label baseline GAN-based (ours) Adv. example-based (ours)

RINBEGRID (latent code) #1745

AN R FE LIS ] AR L ¥

Turner, Alexander, Dimitris Tsipras, and Aleksander Madry. "Clean-label backdoor attacks." (2018).
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Barni et al. "A new backdoor attack in cnns by training set corruption without label poisoning." ICIP, 2019.
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Liu, Yunfei, et al. "Reflection backdoor: A natural backdoor attack on deep neural networks." ECCV, 2020.
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Zhao, Shihao, et al. "Clean-label backdoor attacks on video recognition models." CVPR, 2020.
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Digital Trigger Physical Triggers

Square Dots Sunglasses  Tattoo Outline Tattoo Filled-in Bandana

‘White Tape

-

VGG16 91 + 7% 100 + 0% 98 + 1% 69 + 4%

DenseNet 98 + 1% 96 + 3% 98 + 0% 85+ 2%

ResNet50 100 + 0% 98 + 4% 99 + 0% 58+ 4%
Clean Image Backdoored Image Attack Success Rate
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Wenger, Emily, et al. “Backdoor attacks against deep learning systems in the physical world.” CVPR, 2021.
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Saha, Aniruddha, Akshayvarun Subramanya, and Hamed Pirsiavash. “Hidden trigger backdoor attacks.” AAAI, 2020.
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Li, Yuezun, et al. “Invisible backdoor attack with sample-specific triggers.” ICCV, 2021.
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Nguyen, Tuan Anh, and Anh Tran. “Input-aware dynamic backdoor attack.” NeurlPS, 2020.
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Li, Yiming, et al. "Few-Shot Backdoor Attacks on Visual Object Tracking." ICLR. 2022.




Few-Shot Backdoor Attack (FSBA)

[ —
Poisoned Py —  +  Backbone ——— / —
Template
| “ Feature Loss

| > .
Benign " S S Classification
Template ——  Backbone — / Branon
| |
— Tracking Loss
Backbone — /

Regression I
Backbone — /

O ENEERAERXE MR RE N ARER LS EIZE T8 AR

Benign
Search Region

Poisoned |
Search Region

Li, Yiming, et al. "Few-Shot Backdoor Attacks on Visual Object Tracking." ICLR. 2022.




Experiments: Physical-World Attack
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Li, Yiming, et al. "Few-Shot Backdoor Attacks on Visual Object Tracking." ICLR. 2022.




Understanding FSBA
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Li, Yiming, et al. "Few-Shot Backdoor Attacks on Visual Object Tracking." ICLR. 2022.




Understanding FSBA
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Li, Yiming, et al. "Few-Shot Backdoor Attacks on Visual Object Tracking." ICLR. 2022.
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Sun, Yuhua, et al. "Backdoor Attacks on Crowd Counting." ACM Multimedia. 2022.
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Sun, Yuhua, et al. “Backdoor Attacks on Crowd Counting.” ACM Multimedia, 2022.
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O Generate the pseudo density map from point annotations by Gaussian kernels.
O Use per-pixel supervision (L2 loss) to train the model

F(x) = Z 5 (x — x;) * Gy, ()

Supervision

Gaussian
<«

kernels | .

Predicted Density Map Predicted Density Map Ground Truth

Sun, Yuhua, et al. “Backdoor Attacks on Crowd Counting.” ACM Multimedia, 2022.
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Sun, Yuhua, et al. “Backdoor Attacks on Crowd Counting.” ACM Multimedia, 2022.
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Sun, Yuhua, et al. “Backdoor Attacks on Crowd Counting.” ACM Multimedia, 2022.
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Sun, Yuhua, et al. “Backdoor Attacks on Crowd Counting.” ACM Multimedia, 2022.
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O Impact of trigger size :

) 0x400 - 50x500 7 F !l Size
: L e L Different Trigger Type/Size Performance on CSRnet
7 A b - SR SI-;A D;tt.aset Benign Input Dirty Input S| P
ype/size | CMSE | CRMAE | AMSE | ARMAE
-- --- None 76.08 118.43 | 117.90 181.11 1.04 0.80
— White_Square | 77.53 114.49 | 329.80 | 416.99 1.02 1.01
; Noise_Square | 94.32 144.89 | 391.85 | 595.25 0.86 1.92
b o Red_Square | 85.03 | 12632 | 440.90 | 650.17 | 093 | 2.14
— — o center200 | 93.69 | 134.60 | 13460 | 32747 | 084 | 073
Trigger Rain Trigger headmap
Feature Map Feature Map Feature Map center400 101.05 101.05 138.86 204.70 0.82 0.51
center500 84.15 122.36 | 164.40 | 233.24 1.03 0.59
O Multiple trigger patterns : White 77.53 | 114.49 | 22572 | 286.88 | 1.02 | 0.78
Rain Snow Light Light 84.89 129.50 86.30 135.87 1.00 0.40
- Snow 80.99 120.96 36.38 67.52 0.97 0.24
Rain 80.85 124.11 44.39 79.90 1.01 0.25

Table 3: Effectiveness with different trigger types and sizes .
The experiment was conducted on SHA dataset against CSR-
net model with p = 0.2 and y = 10%.

Clean Image

&
h E

Sun, Yuhua, et al. “Backdoor Attacks on Crowd Counting.” ACM Multimedia, 2022.
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v Activation Cluster (Chen et al. 2018)
v' Spectral Signature (7ran et al. 2018
v' STRIP (Gao et al. 2019)
v Neural Cleanse (Wang et al. 2019)
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v Fine-tuning (Liu et al. 2018). Fine-pruning (Liu et al. 2018)
v" Mode Connectivity Repair (MCR) (Zhao et al. 2020)
v" Neural Attention Distillation (L/ et a/. 2021)
v" Adversarial Neuron Pruning (ANP) (Wu et al. 2021)
v Anti-Backdoor Learning (ABL) (L/ et al. 2021)




Activation Cluster ( AC)

Input: untrusted training dataset D,, with class labels
{1,...,n}
1: Train DNN Fg, using D,
2: Initialize A; A[¢] holds activations for all s; € D,, such
that Fo, (s;) =@

3: fO d [) ~ ((
4: | A, < activations of last hidden layerjof Fg , flattened
into a single 1D vector

5: Append A, to A[Fe,(s)] K : 5 8RR D
6: end for . _ .
7: for all7 = 0 ton do - BRMNERE—EhT
8: Jred = reduceDimensions(A[z]) Ja S A s\
9: |clusters = clusteringMethod(red) ICARELE | KRI=1ERkD
10: janalyzeForPoison(clusters) o EBX/N\
11: ZRIRJJ *FF
Algorithm 1: Backdoor Detection Activation Clustering Al-
gorithm

Chen, Bryant, et al. "Detecting backdoor attacks on deep neural networks by activation clustering." arXiv:1811.03728 (2018).




Spectral Signature (SS)
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Tran, Brandon, Jerry Li, and Aleksander Madry. “Spectral signatures in backdoor attacks.” Neur/PS, 2018.




STRIP

prediction is 7 prediction is 7 prediction is 7 prediction is 7
0 0 0

n mlrREEAERE My 4 0 &
Yoo P L xl

0 10 20 0 10 20 0 10 20 0 10 20

B HEIETNAZNESEEIIEFES

perturbation step

“input draw from perturbed\\
‘replicas  test samples inputs Ap

&- & xP g i trojaned

input X i 5 N ﬁ

detection

- —> entropy < boundary

7 X B, //: clean

Gao, Yansong, et al. "Strip: A defence against trojan attacks on deep neural networks." ACSAC. 2019.



Neural Cleanse (NC)
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Wang, Bolun, et al. "Neural cleanse: Identifying and mitigating backdoor attacks in neural networks." S&P, 2019.
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v Activation Cluster (Chen et al. 2018)
v' Spectral Signature (7ran et al. 2018
v' STRIP (Gao et al. 2019)
v Neural Cleanse (Wang et al. 2019)
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v Fine-tuning (Liu et al. 2018). Fine-pruning (Liu et al. 2018)

v" Mode Connectivity Repair (MCR) (Zhao et al. 2020)
v" Neural Attention Distillation (L/ et a/. 2021)

v" Adversarial Neuron Pruning (ANP) (Wu et al. 2021)
v Anti-Backdoor Learning (ABL) (L/ et al. 2021)
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Fine-pruning (FP)
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Liu, Kang et al. "Fine-Pruning: Defending Against Backdooring Attacks on Deep Neural Networks." arXiv:1805.12185 (2018).




Mode Connectivity Repair (MCR)

|
|
|
|
do(t) = (1—1) w1 +2t(1—1)0+12wy, 0<t<1 :
|
|

!

-------- 70 ShEEEEEE

EEmi

AR MERLZ B S H— BT
Jal =E - DETIREERE

=

ZRHIRER

Zhao, Pu, et al. “Bridging mode connectivity in loss landscapes and adversarial robustness.” ICLR, 2020.



Neural Attention Distillation (NAD)
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(a) Erasing backdoor by Finetuning (b) Erasing backdoor by our NAD (c) A detailed structure of our NAD framework

Li, Yige, et al. “Neural Attention Distillation: Erasing Backdoor Triggers from Deep Neural Networks.” ICLR, 2020.



Neural Attention Distillation (NAD)

B Definition of attention functions

C
2_|ET

C
Asum(Fl) — Z ‘FH Agum Z ’Fl‘ ‘Afnean(Fl) - %
i=1

B Definition of attention distillation loss

H A<F§>
|A(FE |!2 |AFS)],

Lnap (Fp, Fé) =

2

®m Overall training loss

Liotal = E(m,y)ND [‘CCE (FS(w)7 y) + 5 ' Z LNAD (F/%(ZB), F,lS(w))]

[=1

Li, Yige, et al. “Neural Attention Distillation: Erasing Backdoor Triggers from Deep Neural Networks.” ICLR, 2020.



Neural Attention Distillation (NAD)

B Performance of NAD

Backdoor Before Finetuning Fine-pruning | MCR (t = 0.3) | NAD (Ours)
Attack | ASR ACC| ASR ACC | ASR ACC| ASR ACC | ASR ACC
BadNets | 100 85.65| 17.18 81.22 | 99.73 81.14| 4.65 8094 | 4.77 81.17
Trojan 100 81.24| 71.76 77.88 | 41.00 78.17| 41.25 78.76 | 19.63 79.16
Blend |99.97 84.95| 36.60 81.22 | 93.62 &81.13| 64.33 8034 | 4.04 81.68
CL 990.21 82.43| 75.08 81.73 | 29.88 79.32| 3295 79.04 )] 9.18 80.34
SIG 9091 84.36( 9.18 81.28 | 74.26 81.60| 1.62 8094 | 2.52 81.95
Refool [95.16 82.38 | 14.38 80.34 | 63.49 80.64| 8.76 78.84 | 3.18 80.73
Average | 99.04 83.50 | 37.36 80.61 | 67.00 80.50| 25.59 79.81 7.22 80.83
Deviation - - JJ, 61.68 | 28913204 |3 |]17344 |3.69)]91.82 | 2.66

O The most effective against all 6 backdoor attacks.
O Minimum impact on clean accuracy.
O Reducing ASR by 91.82% on average, by sacrificing only 2.66% accuracy.

Li, Yige, et al. “Neural Attention Distillation: Erasing Backdoor Triggers from Deep Neural Networks.” ICLR, 2020.




Neural Attention Distillation (NAD)

B Performance under different % of clean data:

100 100
: : t t ~&- Finepruning ~&- Finetuning
90 —&— Finepruning —&— Finetuning 90 b MR = 03— = NAD (Gisi)
32 80 &~ MCR(t=0.3) - NAD (Ours) —~ 80
R =
2 70 < 70
E >
»n 60 8 60 = Zoom In View
w | .
® 50 g 50
O
©
3 40 T 40
% 30 g 30 -
£ 20 O 20
< 10 10
0 0 i 0% 1% 5% 10% 20%
0% 1% 5% 10% 20% 0% 1% 5% 10% 20%
Data size Data size
(a) Attack success rate (b) Clean accuracy

O 5% looks good, 10% is sufficient, the more the better!

Li, Yige, et al. “Neural Attention Distillation: Erasing Backdoor Triggers from Deep Neural Networks.” ICLR, 2020.



Neural Attention Distillation (NAD)

m Effectiveness of different teacher-student combinations:

100 100
M Teacher: B, Student: B-F B Teacher: B-F, Student: B W Teacher: B, Student: B-F W Teacher: B-F, Student: B
— 90 mm Teacher: B-F, Student: B- B Teacher: C, Student: B 90 % Teacher: B-F, Student: B-F M Teacher: C, Student: B
> 24 = | - .. -
e 80 3 80
£ 70 L |
5 60 = g 60 M : : -
0 50 ~ | g 50 @E
O
3 40 = : prt g 40 = ’
— - © — - ‘
Jé 30 o 30 :
;*g 20 n i O 20 WS -
10 = “Il — — I 10 W= '- -
L | | o ‘ - 0 4 ‘
¢ BadNets  Trojan Blend CL SIG BadNets  Trojan Blend CL SIG
(a) Attack success rate (b) Clean accuracy

O Fine-tuned teacher (B-F) is better, on average.
O Teacher trained on clean subset is also good but sacrifices more clean accuracy.

Li, Yige, et al. “Neural Attention Distillation: Erasing Backdoor Triggers from Deep Neural Networks.” ICLR, 2020.




Neural Attention Distillation (NAD)

B Effects of different attention functions:

Groupl Group2 Group3
4 i
Amean . . . . . - : . - .
2 5
Aean ' !
| s
i / -

| Amean : 1 :
- “ i ~ Kl . »
A backdoored 42 g 5
. Ll ! E
image ; |
| : .
Asum i ', .
(a) Trigger Sample on BadNets I (b) Trigger Sample on Finetuned BadNets I (c) Trigger Sample on BadNets Erased by NAD

Note: The red boxes highlight our recommended attention function.

Li, Yige, et al. “Neural Attention Distillation: Erasing Backdoor Triggers from Deep Neural Networks.” ICLR, 2020.



Anti-Backdoor Learning (ABL)

B R/E)FS  WAESERE DG —1TRERIMIIRE ?
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Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.



Anti-Backdoor Learning (ABL)

B Weaknesses of backdoor attacks:
L T — F:j | PN » 1. The backdoor task is much

2 (a) BadNetE:t:SSR=100%) (b) Trojaipcz:sSR=100%) (c) BlenE;O(CXSR=100%) easier than the clean task.

° —e— Clean examples »— Backdoor examples “ —e— Clean examples #— Backdoor examples e —e— Clean examples Backdoor examples
i i i (Weakness 1)
~ > 2. A backdoor attack enforces an
e e S e e e L explicit correlation between the

(d) Dynamic (ASR=100%) (e) SIG (ASR=99.46%) (f) CL (ASR=99.83%)

R e 1 | | (s ] | e e trigger and the target class to
c» £ simplify and accelerate the
g 10 10 1
'_ injection of the backdoor trigger.
M S (Weakness 2)

Training loss on Clean examples (blue) VS. Backdoored examples (yellow)

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.




Anti-Backdoor Learning (ABL)

B RENFES  EESCEELNIG—PTRITENTHRE ?

Epochs Epochs
(e) SIG (ASR=99.46%) (f) CL (ASR=99.83%)

\ —e— Clean examples  —— Backdoor examples —e— Clean examples Backdoor examples

EEEEE
(h) DFST (ASR=99.76%)

Epochs
(g) FC (ASR=88.52%)

(i) LBA (ASR=99.13%)

BRI ARFHNER

B TR SEHE
W PR .
SR eRHEELHA  ER

Et — ‘C'LGA - E(a:,y)ND [sign(f(fg (w)7 y)
ABL Loca = E(m,y)Nﬁc [f(fg(:n), y)] -

BRI  loss{ENEE

FF : #=FHlLosshE XS

EEYN

THEA R ES]

—7) - £(fo(z),y)]
E(y .y, [Lfo(@),y)] ifTee <t <T,

if0<t<Tie

ABLZ 3414

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.




Anti-Backdoor Learning (ABL)

B Problem Formulation

P = E(m,y)wD [ﬁ(fo (:13), y)] — EE(w,y)NDc [f(fg(w), y)l+£E(a;,y)NDb [é(fO (33)7 y)la

clean task backdoor task

B Overview of ABL

B Stage 1: Backdoor Isolation; (0 <t < Tg), t: current epoch; T;,: turning epoch

m Stage 2: Backdoor Unlearning. (T;, <t <T) T:total epoch

ot _ JLwea =Eyep[sien(fo(x),y) =) - L(fo(@),y)]  if0<t< T
ABL Looa =E, )5, [ﬁ(fg(w), y)] B it [E(fe(w),y)] it B <t < T,

LGA: local gradient ascent;  GGA: global gradient ascent

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.



Anti-Backdoor Learning (ABL)

B Performance of ABL:

No Defense FP MCR NAD ABL (Ours)
ASR CA | ASR CA | ASR CA | ASR CA | ASR CA
None | 0% 89.12%| 0% 85.14%| 0% 87.49%| 0% 88.183%| 0% 88.41%
BadNets | 100% 85.43%|99.98% 82.14%| 3.32% 78.49%)| 3.56% 82.18%| 3.04% 86.11% .
Trojan | 100% 82.14%|66.93% 80.17%|23.88% 76.47%|18.16% 80.23%| 3.81% 87.46% C I o
Blend | 100% 84.51%|85.62% 81.33%|31.85% 76.53%|4.56% 82.04%|16.23% 84.06% u onciusions:.
Dynamic| 100% 83.88%|87.18% 80.37%|26.86% 70.36%|22.50% 74.95%|18.46% 85.34%
SIG 99.46% 84.16%|76.32% 81.12%| 0.14% 78.65%| 1.92% 82.01%| 0.09% 88.27% .
CL [99.83% 83.43%|54.95% 81.53%| 19.86% 77.36%|16.11% 80.73%| 0% 89.03% > The most effective defense
FC |[88.52% 83.32%|69.89% 80.51%|44.43% 77.57%|58.68% 81.23%| 0.08% 82.36%
DFST (99.76% 82.50%|78.11% 80.23%|39.22% 75.34%|35.21% 78.40%| 5.33% 79.78%
LBA [99.13% 81.37%|54.43% 79.67%| 15.52% 78.51%|10.16% 79.52%| 0.06% 80.52% .
CBA |90.63% 84.72%|77.33% 79.15%|38.76% 76.36%|33.11% 82.40%|29.81% 84.66% agalnst a" 10 backdoor

Average |97.73% 83.55%|75.07% 80.62%|24.38% 76.56%|20.40% 80.37‘4 7.69% 84.76%

None 0% 97.87%| 0% 90.14%| 0% 9549%| 0% 95.18%| 0% 96.41%
BadNets | 100% 97.38%|99.57% 88.61%| 1.00% 93.45%| 0.19% 89.52%| 0.03% 96.01 % attackso
Trojan [99.80% 96.27%)93.54% 84.22%| 2.76% 92.98%)| 0.37% 90.02%| 0.36% 94.95 % r
Blend | 100% 95.97%)99.50% 86.67%| 6.83% 92.91%)| 8.10% 89.37%|24.59% 93.14%
Dynamic| 100% 97.27%|99.84% 88.38%|64.82% 43.91%|68.71% 76.93%| 6.24% 95.80%

SIG  |97.13% 97.13%|79.28% 90.50%|33.98% 91.83%|4.64% 89.36%) 5.13% 96.33% > Minimum impact on clean

Average [99.38% 96.80%|94.35% 87.68%|21.88% 83.01%(19.17% 87.04%|7.27% 95.25%

None 0% 89.93%| 0% 83.14%| 0% 85.49%| 0% 88.18%| 0% 88.31%
ImageNet | BadNets | 100%  84.41%(97.70% 82.81%|28.59% 78.52%)| 6.32% 81.26%| 0.94% 87.76 % accu racy
Subset | Trojan | 100% 85.56%|96.39% 80.34%| 6.67% 76.87%|15.48% 80.52%| 1.47% 88.19% °
Blend (99.93% 86.15%|99.34% 81.33%|19.23% 75.83%(26.47% 82.39%|21.42% 85.12%
SIG  [98.60% 86.02%|78.82% 85.72%|25.14% 78.87%| 5.15% 83.01%| 018% 86.42%
Average [99.63% 85.53%|93.06% 82.55%|19.91% 77.52%|(13.35% 81.80%(16.00% 86.87 %

Dataset | Types

CIFAR-10

GTSRB

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.




Anti-Backdoor Learning (ABL)

B Performance of our ABL with different isolation rates on CIFAR-10 dataset:

100 100

90 —e— BadNets = —+— Blend —— SIG 90 e —*— BadNets —e— Blend —o— SIG
&\ol 80 +— Trojan —e— Dynamic —— CL < 80 &~ Trojan —e— Dynamic —e— CL _—_.o
2 <
8 60 cié 60 Zoom In View
Q 50 § 50 s
% 40 S 40 :
é(g 30 g 30 =
g 20 O 20

10 - — 10

0 2 & —4 0 i 0% 1% 5% 10% 20%

0% 1% 5% 10% 20% 0% 1% 5% 10% 20%
Isolation rate Isolation rate

0 1% isolation achieves a good trade-off between ASR and CA!

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.




Anti-Backdoor Learning (ABL)

B Performance of our ABL with different y on CIFAR-10 against BadNets:

BadNets BadNets
25 100
; a—"‘ -o- lossonD.y=0.5 —— LossonDp: y=0.5
20 \ \ =e LlossonD.y=10 —4— LossonDy:y=1.0 90
\\ ‘\ Losson D y=1.5 Losson Dp: y=1.5 80
15 70
0 )
3 10 < 60
<
£ 05 O 50
£ 00 . ‘;g
=05 20 ¥ -e- CAly=05 — ASRy=05
-1.0 10 -e- CAAy=10 —— ASRy=1.0
CA:y=15 ASR: y=1.5
-15 0
0 5 10 15 20 0 5 10 15 20
Epochs Epochs

Q The larger vy, the better separation effect ! ( RI&HIFHEEAEIREEIT )

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.




Anti-Backdoor Learning (ABL)

B Performance of our ABL under different turning epochs on CIFAR-10:

T Eped: BadNets Trojan Blend Dynamic
ASR CA ASR CA ASR CA ASR CA
10 1.12% 85.30% | 5.04% 85.12% | 16.34% 84.22% | 25.33% 84.12%
20 304% 86.11% | 3.66% 87.46% | 16.23% 84.06% | 18.46% 85.34%
30 322% 85.60% | 3.81% 87.25% | 19.87% 83.83% | 20.56% 85.23%
40 4.05% 84.28% | 4.96% 85.14% | 18.78%  81.53% | 19.15% 83.44

» Epoch 20 achieves the best overall results.

m Stress testing of our ABL on CIFAR-10:

BadNets Trojan Blend Dynamic
ASR ACC ASR ACC ASR ACC ASR ACC
None [100% 75.31% 100% 70.44% 100% 69.49% 100% 66.15%
ABL [4.98% 70.52% 16.11% 68.56% 27.28% 64.19% 25.74% 61.32%
None |100% 74.8% 100% 69.46% 100% 67.32% 100% 66.15%
ABL [5.02% 70.11% 29.29% 68.79% 62.28% 64.43% 69.36% 62.09%

Poisoning Rate|Defense

50%

70%

> ABL with only 1% isolation remains effective against up to 1) 70% BadNets;
and 2) 50% Trojan, Blend, and Dynamic.

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.




Anti-Backdoor Learning (ABL)

B Performance of various unlearning methods against BadNets attack on CIFAR-10:

Discard | Backdoored After Unlearning
Ds ASR CA ASR CA

Backdoor Unlearning Methods | Method Type

Pixel Noise Image-based No |[100% 85.43% 57.54% 82.33%
Grad Noise Image-based No |100% 85.43% 47.65% 82.62%
Label Shuffling Label-based @ No |100% 85.43% 30.23% 83.76%
Label Uniform Label-based No [100% 85.43% 75.12% 83.47%
Label Smoothing Label-based No [100% 85.43% 99.80% 83.17%
Self-Learning Label-based @ No |100% 85.43% 21.26% 84.38%

Fine-tuning All Layers Model-based  Yes |100% 85.43% 99.12% 83.64%
Fine-tuning Last Layers Model-based  Yes |[100% 85.43% 22.33% 77.65%
Fine-tuning ImageNet Model | Model-based  Yes |100% 85.43% 12.18% 75.10%
Re-training from Scratch Model-based  Yes |100% 85.43% 11.21% 86.02%
| ABL Model-based ~ No [100% 85.43% 3.04% 86.11% |

» ABL achieves the best unlearning performance of ASR 3.04% and CA 86.11%, followed
by (discard isolated data then) Re-training from scratch!

Li, Yige, et al. “Anti-backdoor learning: Training clean models on poisoned data.” NeurlPS, 2021.




Adversarial Neuron Pruning (ANP)
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Wu and Wang. “Adversarial neuron pruning purifies backdoored deep models.” NeurlPS, 2021.




Reconstructive Neural Pruning
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Reconstructive Neural Pruning
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Reconstructive Neural Pruning
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Reconstructive Neural Pruning

B RNPSE(ti AL ZRIRILLER

Backdoor No Defense FP NAD I-BAU ANP RNP (Ours)
Attacks ASR CA ASR CA ASR CA ASR CA ASR CA ASR CA

BadNets 100.00 9340 | 15.11 88.15 1.20 90.64 | 1550 91.18 | 0.53 91.61 | 0.20 92.22
Trojan 9990 93.15 | 5651 8543 | 568 88.72 | 12.78 9046 | 1.00 9237 | 223 92.56
Blend 100.00 93.10 | 68.22 85.21 | 1092 89.77 1.62 90.16 | 0.50 9231 | 033 92.62

CL 100.00 94.84 | 2438 88.75 | 13.17 89.76 | 23.12 88.82 [ 1520 92.86 | 8.87 93.12
SIG 90.86 9459 | 19.16 8788 ( 0.64 89.40 | 29.32 89.67 1.19 9297 | 043 94.62
Dynamic 9997 9136 | 41.73 83.28 [ 13.60 88.64 | 18.74 B86.87 | 9.20 89.66 | 15.24 90.18
CIFAR-10 WaNet 99.10 93.67 | 6892 8635 | 1746 8241 | 23.18 87.38 | 13.14 92.64 | 1098 9283
FC 100.00 94.67 | 9845 87.62 | 36.07 88.02 | 17.93 B86.75 | 74.75 8197 | 1.80 90.93
DFST 100.00 94.52 | 88.78 85.32 | 12,70 88.72 | 25.58 87.44 | 10.80 90.66 | 4.61 92.78
AWP 94.39 9430 | 23.17 86.04 171 89.13 | 8.71 89.62 | 0.67 92.64 1.04 94.24
LIRA 100.00 92.71 | 87.78 83.12 | 32.12 86.73 | 51.33 8256 | 20.25 87.78 | 13.51 92.26

A-Blend 71.86 92.16 | 85.22 81.82 | 18.51 85.23 | 33.38 8591 | 23.71 90.16 | 1.09 90.38

Average 96.34 93.54 | 56.45 8575 | 13.65 88.10 | 21.77 88.07 | 1425 90.64 | 5.03 92.18

BadNets 100.00 88.53 | 91.70 83.23 | 9.12 83.26 | 1538 85.15 | 10.25 85.21 5.80 8583
Trojan 100.00 89.79 | 93.69 81.40 | 1231 8252 | 19.61 84.11 | 748 87.41 | 059 89.30
Blend 9990 89.44 | 92.14 82.13 | 28.76 8293 | 9.34 8227 | 6.21 86.40 | 5.54 86.89

SIG 73.78 88.18 | 87.82 81.27 | 21.15 83.31 | 29.23 81.57 | 25.53 52.52 | 1520 84.15
FC 95.77 8895 | 90.52 79.36 | 31.43 81.56 | 38.51 79.33 | 42.69 53.01 | 17.23 83.36
Average 93.890 8898 | 91.17 81.48 | 2055 82.72 | 2241 8249 | 1843 7291 8.87 8591

Datasets

ImageNet-12

B RNPILFHEIRDHAGIEANP ( CIFAR-10_EHEMH9/1 2 d5F1ImageNetFEERHEEIS /ST )
B 5N TER IR 93.89% (K E8.87% , {NiR52.66 %I RS

Yige Li, et al. Reconstructive Neuron Pruning for Backdoor Defense, ICML, 2023




Reconstructive Neural Pruning

B ANPZ(EINER

N ET BT B R ANP vs. RNP

B RNPHEHEMR :
B EY "REI-BRE" VHRERIIBXEETT;
B FHEIE/ DS TT , RNEEFSERSR (CA) FIMEXREGEMINZE (ASR)

Defense| Metric |BadNets Trojan Blend CL SIG Dynamic WaNet FC DFST AWP LIRA A-Blend
Neurons | (on All)| 94 96 42 135 88 69 126 199 165 56 158 96
ANP ASR (%) 0.53 1.00 050 1520 1.19 9.20  13.14 74775 10.80 0.67 20.25 23.71
CA (%) 91.61 9237 9231 9286 92.97 89.66 92.64 81.97 90.66 92.64 87.78 90.16
Neurons | (on All)| (141 48 28 103 73 39 92 155 83 40 112 78 )
RNP ASR (%) 020 223 033 887 043 1524 1098 1.80 4.61 1.04 1351 1.09
CA (%) 0222 9256 92.62 93.12 94.62 90.18 92.83 90.93 92.78 94.24 92.96 90.38

Yige Li, et al. Reconstructive Neuron Pruning for Backdoor Defense, ICML, 2023



Reconstructive Neural Pruning
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